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The figures in the margin indicate full marks
Jor the questions

1.@@%%%@%: ' 1x5=5
Answer the following questions : '
(a) Cyberspace f¥?
What ‘is cyberspace?
(b) THRTAGY Twe Frge T @B AeRE AW B

Name one organization that governs
Internet” Standards. \

\
{c) Ransomware %7

What is ransomware?
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(2) o

(d) Wﬁm@aﬁs@nwﬂ«WM|

Name one cyber crime against women.

fe) WWWWRWMW
forat

Name the nodal agency for cyber
security in India.

. ore Pl orard el i (R o sfwbt) : - 2x5=10

Answer the following questions (any five) :

(@) IHRGH 9% T6 AT @@ e AdH {7

Differentiate between the Internet and
the World Wide Web.

(b) Zero-day attack S¥ zero-click attack {7

What are zero-day attack and zero-click
attack?

(0 BRR weRYs Thve FehaRe &7

What is social engmeenng in cyber
crimes?

(d) wwEEs TREE GHE Pl AGIRE
Ty ]9

Mention two challenges of online social
networks.

e) R o kG Thwwe fifea @Heds am B

Name any four social media networks.

( Continued )

(9)

3. wore fl erraied Bes (R et <iod)

(3)

-t e Fan

Define E-Commerce.

@Bt T FRRER T W 2
What is the main function of a host
firewall?

6x5=30

Answer the following questions (any five) :

(@)

(b)

(c)

(d)

26P/95

Cyberspaced TS @ g F]A
Explain the architecture of cyberspace.

Cyberspace? g™ @ vt I i1

Explain briefly the regulation of
cyberspace. )

TRE TR TS SRR weRre -
Roe gt 34|

Explain the classification of cyber
crimes with suitable examples.

Wiz, ©. wizd, 000 f¥? iR B. W,
iooo@Wﬁm@WWWﬁm
it 41

What is the IT Act, 20007 Discuss the
key amendments made to the IT Act,

2000 and their importance.

( Turn Over )



(4)

(e) Wimﬂmmwmﬂa
@ =iEsa w4t

Discuss the challenges and
opportunities of online social networks.

(N 23N AR SIRG! SRS wIF G afewia
o Ram 3dw =41

Describe four common threats to
E-Commerce and ways to prevent
them.

( Additional 15 marks for 2023 Batch )

4. oo B oqEE Sod P 5%3=15
Answer the following questions :

(@) WWWWW%@W
IRy 4

Explain the best practices for ensuring
effective cyber security.

(b) Wﬁmmﬂm‘%wa@
TRFR eouge uR. R, @R3 Fetmr R
el F4 |

Discuss RBI guidelines on digital
payments and customer protection in
unauthorized transactions.

(c) SRR FwR SR WA B2 R doRe
5I%3R TAFR SRRPE I 34 |
What are cyber security threats?

Explain different types of cyber security -
threats.
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